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Course Description

* introduces cybersecurity, the fundamental principles of identifying risk, the foundation
for protecting information assets by implementing security controls. In addition, you will
explore the legal and ethical basis for cybersecurity work. The course aligns with the
compTIl security +certifia cation alongside CYBER150 it will prepare you to take the
CompTIA Security +exam by providing coverage of the objectives. This course is a pre-
requisite CYBER150




Course Objectives

* apply foundational cybersecurity concepts.
* Assess the security posture of an enterprise environment and recommend appropriate security solutions.
* Operate with an awareness of applicable laws and policies, including principles of governance, risk, and

compliance.




Assessment Tasks for Students

Assessment task Percentage of Total Assessment Score

Quizzes and HomeWorks 10%
Midterm 1 20%
project 20%

Final Exam 50%




Required Textbooks

Essential References

CompTIA Integrated CertMaster Learn + Labs for Security+, ISBN: 978-1-64274-336-4
CompTIA CertMaster Practice for Security+,ISBN: 978-1-64274-333-3

Cyber Security: The complete guide to cyber threats and protection, 2nd edition, BCS,
2022, David Sutton, ISBN-10: 1780175957

Security in Computing, 6th edition Published by Addison-Wesley Professional (July 26,
2023) © 2024

Electronic Materials

CompTIA Integrated CertMaster Learn + Labs for Security+, ISBN: 978-1-64274-336-4
CompTIA CertMaster Practice for Secu rity+, ISBN: 978-1-64274-333-3

CompTIALMS
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